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Abstract

	 	 The	authors	of	these	scientific	essay	emphasizes	the	growing	threats	to	children	associated	with	the	use	of	
modern	technologies,	such	as	smartphones,	the	Internet,	and	social	media.	Children	at	increasingly	younger	
ages	come	into	contact	with	electronic	devices,	exposing	them	to	cyberbullying	and	grooming.	The	article	fo-
cuses	on	a	theoretical	and	practical	analysis	of	child	grooming	in	the	context	of	contemporary	technologies	
and	identifies	challenges	related	to	education	in	today’s	system.

	 	 Various	forms	of	cyberbullying,	such	as	trolling,	hate	speech,	sexting,	and	grooming,	are	discussed	in	the	ar-
ticle.	These	experiences	can	lead	to	serious	emotional	and	social	consequences,	even	to	suicide	attempts.	
Special	attention	is	given	to	child	grooming,	a	process	of	building	a	relationship	with	a	child	for	sexual	exploi-
tation,	which	poses	an	increasing	threat	to	the	youngest	users	of	the	Internet.

	 	 The	authors	draw	attention	to	the	potential	dangers	of	internet	applications	that	allow	perpetrators	to	hide	
their	identity	and	establish	private	contacts	with	children.	They	also	describe	the	role	of	schools	in	the	digi-
tal	world	of	children,	emphasizing	the	need	for	education	on	online	safety,	the	development	of	digital	citizen-
ship	skills,	and	collaboration	with	parents.

	 	 The	authors	concludes	with	a	discussion	of	educational	challenges	related	to	child	grooming	and	advocates	
for	the	creation	of	a	separate	school	subject	dedicated	to	online	safety,	ethics,	awareness	of	threats,	and	cri-
sis	management	skills	in	cyberspace.	This	proposal	includes	diverse	modules	such	as	basics	of	online	safety,	
privacy	protection,	cyberbullying,	online	law,	and	safe	use	of	modern	technologies,	aiming	to	comprehensive-
ly	prepare	students	for	internet	use.
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INTRODUCTION

The	contemporary	progression	of	technology,	the	
Internet,	and	social	media	introduces	a	variety	of	
risks	for	children.	Research	results	confirm	that	
a	child’s	first	interaction	with	a	smartphone	occurs	
as	early	as	the	first	year	of	life	[1,	2].	Ownership	
and	usage	of	smartphones	begin	in	some	cases	at	
the	age	of	5-6,	and	in	primary	school,	nearly	every	
student	(97.7%)	possesses	such	a	device,	mainly	
for	communication	with	parents	but	also	for	per-
sonal	use	[3,	2].

In	this	way,	a	child	gains	access	to	an	environ-
ment	(cyberspace)	with	Internet	access,	with	the	
possibility	of	installing	various	applications	and	
communicating	not	only	with	parents	but	with	
the	entire	online	community.

In	 the	 chosen	 topic	 of	 this	 article,	 the	 main	
focus	is	on	the	theoretical	and	practical	analysis	
regarding	child	grooming	in	the	context	of	the	
progression	of	current	modern	technologies	and	
applications,	which	provide	a	wide	spectrum	for	
cybercriminal	activities.	The	article	also	identi-
fies	the	challenges	existing	in	the	context	of	con-
temporary	education.	In	the	case	of	the	current	
educational	system,	the	focus	is	on	identifying	
educational	 strategies	 that	 can	 help	 increase	
awareness	among	children,	parents,	and	teachers,	
as	well	as	in	effective	prevention	and	response	to	
cases	of	cybercrime	committed	through	the	use	
of	modern	technologies.	The	content	of	the	arti-
cle	presents	compelling	arguments	for	the	con-
temporary	need	to	introduce	a	subject	related	to	
cybercrime	committed	in	the	context	of	children	
and	adolescents	into	education	from	an	early	age.

The	aim	of	this	scientific	essay	is	to	synthesize	chil-
dren’s	threats	to	the	phenomenon	of	cyberbullying,	
especially	grooming,	resulting	from	the	expansion	
of	modern	technologies,	as	well	as	the	most	impor-
tant	implications	and	recommendations	for	preven-
tion	in	the	area	of	school	education.

Contemporary forms of cyberbullying in 
the realm of children
International	research	on	cyberbullying	indicates	
that	over	half	of	children	have	experienced	cyber-
bullying	[4].	Cyberbullying	is	the	phenomenon	
of	 intentionally	and	persistently	harming	oth-
ers	using	various	technologies.	It	encompasses	
a	range	of	actions	such	as	offensive	messages,	
online	harassment,	 spreading	hurtful	 content,	

manipulating	 others	 through	 fake	 profiles,	
threats,	social	exclusion,	misuse	of	private	infor-
mation,	and	other	forms	of	online	aggression	[5].

Definitions	of	cyberbullying	may	significantly	vary	
depending	on	the	source;	however,	it	is	generally	
understood	as	a	form	of	online	aggression	(uti-
lizing	electronic	devices)	that	can	cause	serious	
emotional	and	social	consequences,	ultimately	
leading	to	attempts	on	the	victim’s	life.

It	 is	 acknowledged	 that	 cyberbullying	 occurs	
using	electronic	devices,	most	commonly	phones	
or	computers.	It	is	also	referred	to	as	cyberbully-
ing,	online	harassment,	torment,	or	persecution	
on	the	Internet.	Regardless	of	the	terminology,	its	
aim	is	always	to	inflict	harm	on	another	person.	
Cyberbullying,	like	traditional	violence,	involves	
deliberate,	premeditated	actions	against	a	weaker	
individual	who	cannot	defend	themselves	[6].

Analysing	the	phenomenon	of	cyberbullying	in	
the	context	of	children	mainly	involves	the	fol-
lowing	 forms	 of	 cyberbullying:	 trolling,	 hate	
speech,	flaming,	sexting,	happy	slapping,	groom-
ing	[7,	8].	Trolling	is	intentional	behaviour	aimed	
at	stirring	up	conflict	among	a	particular	group	
or	 online	 community.	 Trolls	 actively	 provoke	
other	users	to	participate	in	discussions,	often	
using	an	intrusive	and	vulgar	style.	One	of	the	
key	characteristics	of	such	behaviour	is	sending	
false	information,	which	serves	as	bait	to	provoke	
conflicts	[9-11].

Hate	speech	is	a	related	phenomenon	to	troll-
ing,	differing	in	that	it	involves	hatred	towards	
everything	and	everyone.	It	mainly	consists	of	
insults,	negative	comments	directed	at	partici-
pants	of	forums,	blogs,	or	websites.	A	character-
istic	feature	of	this	phenomenon	is	that	it	occurs	
within	online	communication	[12,	13].	In	the	con-
text	of	hate	speech,	it	is	worth	noting	its	varia-
tion	called	flaming	arguments.	It	involves	the	use	
of	vulgarities	and	insults,	similar	to	hate	speech,	
but	not	limited	solely	to	social	media;	it	can	also	
occur	through	text	messages	and	emails	[14,	15].	
A	vastly	different	issue	within	child	cyberbullying	
is	sexting.	It	involves	sending	electronic	messages	
in	the	form	of	MMS	or	publishing	private	con-
tent,	mainly	photos,	with	sexual,	erotic,	or	inti-
mate	contexts	on	portals	(social	media)	[16,	15,	p.	
188].	A	popular	form	of	cyberbullying	among	chil-
dren	is	happy	slapping,	which	involves	randomly	

WoS – Web of Science.

Innovative agonology – is 
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attacking	a	child,	either	by	a	group	or	individu-
ally,	and	filming	the	entire	incident.	Such	videos	
are	then	posted	on	social	media	platforms	and	
become	a	means	of	blackmail	against	the	humili-
ated	person	[17,	p.	85;	5,	p.	14].

Sexual	cybercrimes	also	include	grooming,	where	
an	adult	establishes	contact	with	a	child,	espe-
cially	via	the	Internet,	with	the	intention	of	sexual	
exploitation	[18,	17,	19].	This	form	of	cyberbully-
ing	is	increasingly	prevalent	on	the	Internet	and	
poses	a	significant	threat	to	young	children	who	
start	using	electronic	devices.

The significance of child grooming in the 
context of modern technologies
Child	grooming	is	a	complex	issue	that	is	diffi-
cult	to	define	in	terms	of	its	beginning	and	end.	
Grooming	is	a	prolonged	process	that	involves	
creating	a	unique	relationship	between	an	adult	
and	a	child,	often	with	the	aim	of	seducing	and	
ultimately	 persuading	 them	 into	 sexual	 inter-
action	[20,	p.	184-190].	Grooming	is	based	on	
building	trust,	with	the	goal	of	maintaining	the	
perpetrator’s	anonymity	[19,	p.	72-74].

Grooming,	a	modern	form	of	paedophilia,	is	one	of	
the	phenomena	that	threaten	the	safety	of	minors	
using	the	virtual	space.	This	phenomenon,	in	the	
context	of	the	progress	of	modern	technologies	
such	as	the	Internet	and	social	media	platforms,	
provides	new	opportunities	for	criminals	[20].	The	
Internet	provides	favourable	conditions	for	pae-
dophiles	to	plan	and	execute	dangerous	actions	
aimed	 at	manipulating	 children.	 Its	 global	 and	
ubiquitous	nature,	as	well	as	anonymity,	enable	
perpetrators	to	access	new,	previously	unavail-
able	possibilities.	In	the	online	realm,	paedophiles	
can	effectively	conceal	their	identities,	gradually	
building	relationships	with	children	and	manipulat-
ing	them	by	gaining	their	trust	and	friendship.	This	
opens	the	door	to	exposing	children	to	increas-
ingly	 dangerous	 situations,	where	 the	 ease	 of	
action	is	incomparable	to	the	real	world	[21,	22].

The	primary	environment	for	building	a	‘unique’	
relationship	between	an	adult	and	a	child	is	social	
media	 platforms.	Various	 studies	 confirm	 that	
every	fourth	child	or	teenager	has	between	5	to	8	
accounts	on	social	media	platforms,	and	one-third	
have	more	than	8	accounts.	Additionally,	elemen-
tary	school	students	spend	over	4	hours	on	social	
media	platforms	exclusively	[23,	24].	This	provides	

a	wide	spectrum	for	various	criminal	activities	in	
the	 context	 of	 finding	 potential	 victims.	 Each	
action	by	a	perpetrator	who	utilizes	social	media	
platforms	is	associated	with	characteristic	stages.	
It	often	starts	with	the	creation	of	a	fake	account	
on	a	social	media	platform	by	the	perpetrator,	
who	posts	false	information	about	themselves.	
It	 frequently	happens	 that	profiles	are	 tailored	
to	potential	victims,	for	example,	by	establishing	
a	similar	age	and	interests.	The	foundation	of	the	
perpetrator’s	profile	is	credibility,	enticing	their	vic-
tims	to	further	develop	the	relationship	[25].

In	 the	 next	 stage,	 using	 various	 social	 media	
platforms,	groomers	search	and	browse	materi-
als	shared	by	children	to	identify	their	potential	
victim.	Through	the	popularity	of	sharing	every-
thing	in	the	form	of	stories,	photos,	and	videos,	
children’s	potential	victims	are	 identified	very	
quickly	[24].	It	is	worth	noting	that	through	the	
Internet,	a	perpetrator	can	find	several	potential	
victims	simultaneously.

Using	modern	technologies,	groomers	quickly	ini-
tiate	communication	with	their	victims	and	try	
to	gain	their	trust,	aiming	to	become	their	best	
friend	[26].	The	groomer	spends	time	with	their	
‘target’	 and	builds	 trust,	which	becomes	 their	
highest	 priority.	 In	 the	 subsequent	 stages	 of	
acquaintance,	closer	relationships	may	develop,	
including	sending	pornography	from	the	groom-
er’s	 side,	or	 the	victim	sending	photos	 to	 the	
groomer	in	partial	undress.

The	final	stage	may	involve	a	meeting	with	the	
manipulated	child,	who	is	unaware	of	the	dan-
gers	awaiting	them	from	the	groomer	[23,	p.	36].	
Social	media	platforms	are	the	environment	that	
provides	such	an	opportunity	because	they	cur-
rently	lack	established	and	effective	tools	to	ver-
ify	such	issues.	Despite	efforts	by	manufacturers	
to	implement	various	safeguards,	it	is	difficult	
to	guarantee	that	children	are	aware	of	their	
existence	[27].

In	 summary,	 the	 characteristic	 feature	 of	 the	
Internet	and	social	media	platforms	is	their	ubiq-
uity	and	rapid	spread.	The	possibilities	offered	
by	the	Internet	and	the	tools	available	within	it	
make	grooming	perpetrators	feel	almost	immune.	
In	conclusion,	the	conditions	for	grooming	have	
a	technological	basis,	with	a	decisive	human	fac-
tor	among	them	[27,	p.	12-13].
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The perpetrator potential of internet 
applications in the aspect of child grooming
Currently,	there	are	numerous	internet	applications	
that	are	particularly	popular	among	children.	Each	
application	 allows	 users	 to	 remain	 anonymous	
under	a	pseudonym	[28].	These	two	aspects	are	
the	main	perpetrators’	potentials	concerning	inter-
net	applications	used	by	children,	facilitating	the	
concealment	of	the	true	identity	of	the	person	on	
the	other	side	of	the	screen.	Internet	applications	
harbour	perpetrator	potential	in	terms	of	private	
interactions	[28,	p.	69].	Each	internet	application	
provides	the	capability	of	sending	private	mes-
sages,	creating	private	chats,	which	can	serve	as	
potential	venues	for	child	grooming	perpetrators.	
They	enable	the	establishment	of	contact	with	chil-
dren	without	the	knowledge	of	other	users.

Another	significant	perpetrator	potential	lies	in	
privacy	infringement	[28,	p.	9]	through	the	abil-
ity	to	locate	victims	using	internet	applications.	
Existing	internet	applications,	where	users	can	
share	their	current	location,	pose	a	significant	
threat	to	children	who	use	these	applications.	As	
a	result,	perpetrators	can	quickly	locate	their	vic-
tim,	track	them,	or	even	abduct	them	[29].

Internet	applications	undoubtedly	offer	another	
important	element	through	the	potential	for	emo-
tional	manipulation	by	allowing	the	animation	of	
the	message	sender.	Through	the	victim’s	internal	
conviction	of	the	sender’s	good	intentions,	a	‘safe	
channel’	is	created	[19,	p.	74-76].	The	victim	trusts	
their	friend	and	emotionally	attaches	themselves	
to	their	‘friend’	through	the	internet	application,	
confiding	their	secrets,	plans,	and	problems.

Another	perpetrator	aspect	is	the	lack	of	content	
filtration	in	chats	created	within	internet	appli-
cations.	This	 allows	 for	 uncontrolled	 transmis-
sion	 of	 content	 through	 internet	 applications,	
exposing	children	to	inappropriate	materials	[30].	
Furthermore,	harmful	 content	 for	 children	can	
somewhat	 encourage	 contact	 with	 strangers,	
promote	unhealthy	patterns,	aggression,	or	neg-
ative	behaviour	on	the	internet	[31].	Currently,	
all	internet	applications	collect	sensitive	personal	
data.	This	is	an	easy	source	for	potential	groom-
ers,	who	often	purchase	stolen	data,	steal	data,	or	
breach	passwords	to	obtain	private	personal	infor-
mation.	Undoubtedly,	internet	applications	have	
their	perpetrator	potential.	Application	designers,	
internet	service	providers,	lawyers	must	focus	on	
preventing	such	threats	by	implementing	online	

safety	principles,	supervising	the	content	available	
in	applications	for	children,	as	well	as	educating	
children,	parents,	and	teachers.

The role of school in the digital world of 
children
In	the	easy	accessibility	of	modern	technologies,	
it	is	imperative	to	teach	proper	Internet	usage,	
social	 media,	 applications,	 and	 platforms	 in	
schools.	However,	it	is	not	just	about	proper	han-
dling	but	about	technological	safety	and	account-
ability	for	actions	taken	by	students	online.

Schools	 should	 focus	 on	 educating	 students	
about	online	safety	by	organizing	classes	related	
to	 the	 threats	 encountered	 on	 the	 Internet.	
Students	should	be	familiarized	not	only	with	
the	range	of	benefits	of	modern	technologies	and	
their	use	in	education	but	also	with	the	potential	
risks	they	may	face	[32].	Cyberbullying,	cyber-
crime,	online	hate,	and	internet	scams	should	be	
part	of	the	curriculum.	These	issues	are	currently	
so	extensive	and	pose	a	threat	to	all	students	that	
they	are	becoming	more	common	than	writing	
traditional	SMS	messages.

Another	important	aspect	is	the	development	
of	digital	 citizenship	 skills.	 Schools	must	 sup-
port	students	in	evaluating	online	information,	
in	terms	of	respecting	privacy	and	building	posi-
tive	relationships	in	the	online	space	provided	by	
the	Internet.	Ethics	online	becomes	important	in	
this	aspect,	which	contemporary	students	should	
be	exposed	to	from	an	early	age	[33].

Another	aspect	of	the	school	in	the	digital	world	is	
the	implementation	of	a	digital	resource	filtration	
formula.	It	is	not	possible	to	protect	students	from	
inappropriate	content	only	in	school,	so	teach-
ing	proper	filtration	of	online	resources	is	neces-
sary	[33,	p.	78].	There	is	no	proper	preparation	of	
students	for	using	modern	technologies	if	there	
is	no	friendly	online	culture.	The	school’s	task	is	
to	promote	 internet	culture	based	on	respect,	
safety,	and	collaboration	[34].	Therefore,	it	is	very	
important	to	modify	educational	programs	in	such	
a	way	that	they	motivate	students	to	be	respon-
sible	digital	citizens,	both	at	school	and	in	online	
communities.	Contemporary	schools	seem	pre-
pared	to	respond	to	incidents	related	to	online	
safety.	However,	they	should	constantly	modify	
their	response	procedures,	allowing	for	better	pre-
ventive	actions	as	well	as	quicker	access	to	vic-
tims	with	appropriate	support	[35].



Podolski A et al. – Directions and scope of...

© ARCHIVES OF BUDO | INNOVATIVE AGONOLOGY 2023 | VOLUME 19 | 271

However,	 in	 the	 context	 of	 child	 grooming,	
besides	the	above	issues,	two	aspects	are	crucial.	
The	first	is	the	collaboration	of	the	school	with	
parents,	which	in	this	aspect	is	the	foundation	
of	quick	intervention.	The	school	should	actively	
and	systematically	conduct	non-formal	education	
workshops	during	which	mandatory	training	for	
parents	should	be	provided	to	give	them	infor-
mation	and	tools	to	effectively	monitor	their	chil-
dren’s	online	activity,	discuss	online	safety	with	
them,	and	work	together	to	create	a	safe	home	
environment.	The	last	aspect,	absolutely	flexible,	
tailored,	and	supportive	of	contemporary	needs	
of	students	and	parents,	is	access	to	psycholog-
ical	assistance,	which	must	be	very	well	trained	
also	in	the	field	of	cyberbullying	and	child	protec-
tion	in	the	digital	world	[36].

Educational challenges in the field of child 
grooming
Child	grooming	is	a	phenomenon	that	is	compli-
cated	to	detect	quickly	due	to	the	specificity	of	
the	entire	process.	However,	analysing	contem-
porary	research	results,	it	must	be	stated	that	it	
poses	a	challenge	for	modern	education.	Without	
a	doubt,	modern	education	should	focus	on	tak-
ing	swift	actions	that	will	raise	awareness	among	
students	from	an	early	age	that	various	situations	
can	occur	on	the	Internet,	they	can	meet	differ-
ent	people,	and	the	Internet	is	a	dangerous	place	
for	the	younger	generation.

Currently,	dedicating	a	 few	computer	 science	
classes	or	meetings	with	a	school	counsellor	is	
not	 enough.	 Grooming	 and	 other	 cybercrime	
phenomena	 online	 will	 expand	 and	 intensify	
their	expansion	across	all	possible	fields	of	inter-
net	activity.	Currently,	modern	education	faces	
a	challenge	in	terms	of	online	safety.	It	seems	that	
a	proposed	and	forward-thinking	action	in	this	
regard	is	to	create	an	initiative	that	would	aim	to	
establish	a	separate	school	subject	focusing	on	
aspects	of	security,	ethics,	awareness	of	threats	
related	to	grooming,	and	other	crimes.	This	initia-
tive	seems	justified	because,	as	research	shows,	
the	lack	of	awareness	of	the	dangers	that	await	
students	on	the	Internet	is	significant.

To	the	main	aspects	of	such	a	subject,	several	
content	 modules	 can	 be	 included.	 The	 main	
and	 fundamental	one	 is	 the	module	concern-
ing	the	basics	of	online	security.	Its	scope	would	
involve	familiarizing	students	with	basic	knowl-
edge	of	online	security.	The	module’s	assumption	

would	be	knowledge	and	skills	in	creating	secure	
passwords	and	their	management,	developing	
mechanisms	 to	 secure	 passwords,	 two-factor	
authentication	mechanisms	for	logging	into	appli-
cations	and	electronic	devices,	and	the	rules	of	
using	secure	internet	connections	[37].

Another	important	module	is	the	significance	in	
terms	of	privacy	protection	online,	which	is	asso-
ciated	with	principles	of	managing	personal	data,	
effective	use	of	privacy	settings	on	online	plat-
forms,	and	 the	consequences	of	 irresponsibly	
sharing	personal	information	[29,	p.	18].	Another	
specification	of	such	a	subject	is	a	module	on	
cyberbullying	and	psychological	safety.	Its	main	
objective	would	be	to	recognize	various	forms	of	
cyberbullying,	the	psychological	and	emotional	
effects	it	can	lead	to,	strategies	for	coping	with	
cyberbullying,	and	support	for	victims	[38].

It	 is	 also	 postulated	 that	 the	 greatest	 risk	 in	
the	context	of	young	children	is	posed	by	child	
grooming,	so	a	module	on	online	grooming	 is	
one	of	the	most	 important.	As	part	of	educa-
tional	activities,	students	should	be	introduced	
to	the	specifics	of	this	concept,	as	well	as	various	
forms	of	grooming.	They	should	be	taught	how	to	
recognize	warning	signs	of	online	grooming	and	
what	safe	online	practices	to	maintain	in	Internet	
interactions	with	strangers	[27,	p.	56].

Given	that	grooming	is	a	phenomenon	mainly	
developing	in	social	media,	responsibility	for	pub-
lishing	online	content	should	be	taught,	practical	
situations	should	be	created	involving	the	iden-
tification	of	fake	profiles	and	internet	scammers,	
as	well	as	indicating	the	consequences	of	cyber-
bullying	on	social	media	platforms	[27,	p.	53].	
Significant	in	the	context	of	the	proposed	sug-
gestions	is	also	data	security	and	the	assessment	
of	the	risk	of	cyber-attacks	[39].	Such	a	module	
would	involve	recognizing	the	types	of	cyber-
attacks,	 principles	 of	 safe	 opening	 of	 attach-
ments,	clicking	on	links,	behaving	logically	and	
responsibly	in	case	of	suspicion	of	a	cyber-attack.

From	various	 data,	 it	 appears	 that	 games	 are	
the	primary	activity	of	students,	so	assumptions	
regarding	safe	online	gaming	and	youth	cyber-
crime	should	also	be	developed.	Such	a	module	
would	include	activities	aimed	at	raising	aware-
ness	of	the	risks	associated	with	participating	in	
online	games,	safe	use	of	gaming	platforms.	The	
proposal	for	another	module	is	online	law	and	the	
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responsibility	of	netizens,	the	aim	of	which	is	to	
review	the	basic	principles	of	law	concerning	the	
Internet,	responsibility	for	illegal	online	content,	
consequences	of	copyright	infringement,	and	fair	
use	principles	[40].

The	subject	area	should	also	complement	the	
module	on	wearable	technology	and	the	Internet	
of	Things	 (IoT)	 security	 [29,	 p.	 18].	Currently,	
every	student,	even	in	primary	school,	wears	and	
uses	smartwatches.	Therefore,	it	is	necessary	to	
acquaint	them	also	with	the	risks	associated	with	
using	these	devices,	mainly	in	terms	of	safe	use	
of	wearable	devices	and	those	related	to	IoT,	the	
risk	associated	with	data	collection	by	wearable	
devices,	as	well	as	the	principles	of	safe	use	of	
smart	devices	at	home.

The	last	proposal	for	an	area	is	the	development	
of	reporting	and	coping	skills	in	crisis	situations.	
This	is	the	last	of	the	proposed	areas	that	may	
include	reporting	procedures	for	threats	at	school	
and	online,	practical	exercises	on	responding	to	
threat	situations,	developing	empathy	skills	and	
support	for	other	students	[35,	p.	19-36].	The	
educational	challenges	 in	the	proposed	scope	
represent	a	comprehensive	approach	to	cyber	
threats.	The	proposed	content	is	extensive	but	
seems	comprehensive	for	all	students,	both	in	pri-
mary	and	secondary	schools.	Therefore,	one	must	
ask	whether	such	a	subject	should	not	appear	in	
the	basic	and	secondary	education	cycle,	such	as	
the	subject	of	Polish,	mathematics,	or	physics.	It	
seems	to	be	a	contemporary	challenge	for	many	
countries	and	their	education	systems.

Artur	 Kruszewski	 and	 Bartłomiej	 Gasienica	
Walczak	determined	that	since	1902,	in	scien-
tific	journals	included	in	the	WoS	literature	data-
base,	authors	have	used	the	word	‘self-defence’	
in	the	titles	of	over	1,600	works	[41].	There	is	
a	surprising	number	of	scientific	disciplines	that	
are	not	related	to	the	subject	of	defensive	com-
bat	or	combat	sports	 [42],	or	only	 to	human	
motor	activity,	as	is	the	case,	for	example,	when	
fighting	a	fire,	fighting	an	animal,	etc.	[43].	Not	
only	the	term,	but	actual	self-defence	against	
cyberbullying	[44],	cyborgization	in	sport	[45],	
child	 grooming	 and	 other	 pathologies	 [46],	
not	excluding	science	[47],	is	the	special	sub-
ject	of	exploration	of	the	new	applied	science	

INNOAGON	[48],	which	covers	agonology,	i.e.	
the	narrowly	understood	struggle	between	peo-
ple	[49,	50].

CONCLUSIONS

In	summary,	contemporary	trends	and	scopes	of	
child	grooming	are	crucial	educational	aspects	
of	the	21st	century.	It	must	be	acknowledged	
that	 the	modern	 progress	 of	 technology,	 the	
Internet,	and	social	media	platforms	bring	numer-
ous	threats	to	children,	with	one	of	the	most	seri-
ous	problems	being	child	grooming.

The	presented	article	focuses	on	the	theoretical-
practical	analysis	of	this	issue	in	the	context	of	
the	progress	of	modern	technologies	and	appli-
cations,	which	open	up	a	range	of	opportunities	
for	cybercriminals.	The	article	presents	various	
forms	of	cyberbullying,	focusing	mainly	on	child	
grooming.	It	outlines	its	process,	stages,	and	the	
dangers	it	poses	to	children	using	modern	tech-
nologies.	Not	without	reason,	the	article	focuses	
on	social	media	platforms	because,	as	the	pre-
sented	data	shows,	they	are	mainly	the	places	
where	child	grooming	occurs.	This	situation	is	
caused	by	the	lack	of	effective	tools	to	verify	the	
identities	of	the	people	using	them.

The	article	mainly	focuses	on	the	educational	
challenges	related	to	the	phenomenon	of	child	
grooming.	The	authors	propose	the	implemen-
tation	of	a	special	area	of	teaching	or	subject	in	
education	dedicated	to	online	safety,	ethics,	and	
awareness	of	 the	 threats	posed	by	grooming.	
The	proposed	solution	includes	specific	action	
proposals	in	the	form	of	thematic	modules,	such	
as	fundamental	aspects	of	online	safety,	privacy	
protection,	cyberbullying,	safe	participation	in	
online	games,	legal	aspects	related	to	the	online	
space,	as	well	as	reporting	and	coping	skills	in	
crisis	situations.

A	complementary	approach	to	education	regard-
ing	the	threats	associated	with	the	area	of	child	
grooming	is	a	key	element	in	ensuring	the	safety	
of	children	using	modern	technologies.	The	out-
come	of	education	should	be	digital	awareness	
among	citizens,	possessing	the	ability	to	respon-
sibly	and	safely	use	internet	resources.
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