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The Military Institute of Aviation Medicine possesses a specialized research devi-
ce—a thermobaric chamber—designed to simulate environmental conditions occurring
during flight inside an aircraft, as well as in emergency situations such as damage to the
aircraft’s external structure. The simulator enables the generation of conditions with
reduced atmospheric pressure and a wide range of variable temperature and humidity
levels. Research involving both humans and technical equipment is conducted in the
thermobaric chamber. The chamber is equipped with a wired system for monitoring the
environmental conditions inside it. However, due to the specific nature of some studies,
it is necessary to use multiple additional temperature sensors placed in various locations
within the tested object. Therefore, the use of sensors with wireless data transmission is
the most advantageous. Simultaneous measurement using multiple such sensors requires
the implementation of a measurement data acquisition system.

The aim of this work was to develop and construct a functioning prototype of a system
for recording environmental conditions using a wireless sensor network. The proposed
solution met the required functional specifications. The system enabled the recording
of humidity and temperature, as well as the archiving of measurement data.
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Sensor Network (WSN), Zigbee

Krej M, Piotrowski M, Derert M: Recording of Environmental Parameters Using a Wireless Sensor Network. Pol J
Aviat Med Bioeng Psychol 2022; 28(3): 32-40. DOI: 10.13174/pjambp.30.06.2025.04

Copyright: © Military Institute of Aviation Medicine, 54/56 Krasinskiego St., 01-755 Warsaw, Poland e License: CC BY-NC 4.0 ¢ Indexation:
Ministry of Science and Higher Education (Poland) e Full-text PDF: http://www.pjambp.com

322022 | Volume 28| Issue 3 |



Krej M. et al.- Recording of environmental...

INTRODUCTION

The specific nature of research conducted in low-
pressure and low-temperature chambers, or other
research devices, often requires the use of multiple
sensors for measuring physical quantities, particu-
larly temperature and humidity. Studies involving
individuals in climate chambers are associated with
their physical activity, which in many cases makes it
impossible to use sensors connected to recorders
via cables. Therefore, the use of wireless sensors
is a favorable solution. Such an approach enables
system-level management of measurement data
acquisition.

Wireless Sensor Networks (WSNs) are groups
of autonomous measurement devices that com-
bine the functions of a sensor and a wireless com-
munication unit. Typical WSN devices consist of:

— a measurement subsystem, responsible for
measuring physical quantities (e.g., tempera-
ture, humidity, pressure, light intensity, or pres-
ence of chemical compounds) and providing
them as electrical signals;

— a wireless communication subsystem, respon-
sible for data transmission between network
nodes and for sending information to a central
data collection and processing system;

— a controller, which manages device operation,
processes data from the measurement subsys-
tem, oversees wireless communication, and
controls power consumption;

— a power source, typically a battery or recharge-
able cell, enabling long-term autonomous op-
eration of the sensor node. Other power solu-
tions also exist, such as energy harvesting [3],
which involves obtaining power for the device
from the surrounding environment;

— auxiliary interfaces, such as debugging, config-
uration, or device functionality extension inter-
faces.

The aim of this work was to develop and con-
struct a functioning prototype of a system for re-
cording environmental conditions using a wireless
sensor network.

REVIEW OF SELECTED WIRELESS
COMMUNICATION STANDARDS AND
TEMPERATURE SENSORS

In this technical note, the authors focus exclu-
sively on solutions and devices that, in their as-
sessment, offer low energy consumption, compact
size, and low unit purchase cost.

IEEE 802.11 Standard and Wi-Fi

Wi-Fi technology operates using radio waves
that can transmit data between devices such as
computers, smartphones, and routers. The trans-
mission mechanism is based on modulation of the
radio signal, which carries digital information. Wi-
Fi uses advanced encoding and encryption tech-
niques to ensure the security of transmitted data.

The architecture of a Wi-Fi network allows for
the creation of small local networks as well as
large-scale networks covering entire buildings.
Devices can communicate directly or via access
points, which extend the range of the network.
The key features of the IEEE 802.11 standard and
Wi-Fi include:

1. Network size: In practice, an unlimited
number of nodes; transmission range up to
several hundred meters.

2. Radio signal frequency range: 2.4 GHz and
5 GHz.

3. Security: Communication based on the
WPA3 standard, use of 192-bit encryption
keys, and the Simultaneous Authentication
of Equals (SAE) protocol.

4. Advantages: High throughput, widespread
adoption, ease of integration.

5. Disadvantages: Relatively high energy con-
sumption compared to other solutions.

IEEE 802.15.1 Standard and Bluetooth LE
The Bluetooth Low Energy (Bluetooth LE) wire-
less communication protocol was designed to min-
imize power consumption through short and in-
frequent data transmissions between devices. It is
particularly useful in applications such as medical

Tab. 1. Selected temperature sensors that can be used in the discussed technical solution of the system, using Wi-Fi
communication.
Manufacture/ Measured temperature range [°C]/ Measured humidity range/ Supply References
Model Temperature accuracy [°C] Humidity accuracy
Emylo/ -9.9°C to 60°C/ 0%RH~99%RH/ 3 xAAA [7]
AC859 +1°C +5% RH
Govee/ -20°C to 60°C/ 0%RH to 99%RH/ 3 xAAA [9]
H5179 +0.3°C +3%RH
Ubibot/ 20°C to 60°C/ 10%RH to 90%RH/ 2 x AA [30]
WS1 N/A N/A
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Tab. 2. Selected temperature sensors that can be used in the discussed technical solution of the system using Bluetooth
LE communication.
Manufacture/ Measured temperature range [°C]/ Measured humidity range/ Supply References
Model Temperature accuracy [°C] Humidity accuracy
Govee/ -20°C to 60°C/ 0% to 99%RH/ +3%RH 2xAA [10]
H5104 +0.3°C
INKBIRD TECH/ IBS- -40°C to 60°C/ 0%RH to 99%RH/ +3%RH 2 x AAA [12]
-TH2 40.3°C
MOCERO/ -20°C to 60°C/ 0% RH to 100%RH/ +3%RH Rechargeable [16]
ST6 +0.3°C Battery
Setti/ -9.9°C to 60°C/ 0%RH to 99%RH/ +5% RH CR2032 [23]
SS302 +1°C
Shelly/ 0°C to 40°C/ 30% RH to 70 % RH/ N/A 4 x AA [24]
H&T Gen3
Tab. 3. Selected temperature sensors that can be used in the discussed technical solution of the system using Zigbee

communication.

Manufacture/Model Microcontroller/ Measured temperature range [°C]/ Measured humidity range/ Supply  References
Sensor Temperature accuracy [°C]/ Humidity accuracy/
Response time (temperature) Response time (humidity)
Lumi United Techno-  NXP JN5169/ Sensi- -40°C to 125°C/ 0%RH to CR2032 [15] [17]
logy (Aqara)/ rion AG SHT30 +0.2°C/2 s 100%RH/+2%RH/8 s [22]
WSDCGQ11LM
Shenzhen Sonoff Silicon Labs -40°C to 125°C/ 0%RH to CR2477 [25] [26]
Technologies Co./ EFR32MG22C22/ +0.2°C/2s 100%RH/+1.8%RH/4 s
SNZB-02P Sensirion AG SHT40
ThirdReality/ N/A -10°C to 50°C/ 0%RH to 2 x AAA [27]
3RTH324B2 +1°C/N/A 95%RH/+2%RH/N/A
Tuya Inc./ TS0201 Tuya Inc. TYZS5 -40°C to 125°C/ 0%RH to 2 x AAA [28] [29]
/ Sensirion AG $0.2°C/2s 100%RH/+2%RH/8 s (22]
SHT30
Heiman/HS1HT N/A -10°C to 50°C/ 0%RH to CR2450 [11]
+1°C/N/A 95%RH/N/A/N/A

sensors, consumer electronic devices, and other

compact equipment that require long-term opera-

tion using batteries as the power source. The key
features of the IEEE 802.15.1 standard and Blue-
tooth LE include:

1. Network size: Up to 8 active nodes in a piconet
(IEEE 802.15.1) or 1 central with multiple pe-
ripherals (Bluetooth LE); transmission range up
to several dozen meters.

2. Radio frequency range: 2.4 GHz.

3. Security: Based on AES-128 encryption keys
(BLE) or EO algorithm (IEEE 802.15.1) and pairing
mechanisms such as Just Works, Passkey Entry,
and Numeric Comparison (primarily BLE).

4. Advantages: Energy efficiency (especially BLE),
low implementation cost.

5. Disadvantages: Limited number of active nodes,
relatively short range.

IEEE 802.15.4 Standard and Zigbee

A key feature of this standard is the ability to
create large-scale sensor networks that can in-
clude dozens or even hundreds of devices. Proto-

cols based on IEEE 802.15.4 are well-suited for use

in industrial and home automation systems, as well

as monitoring systems. The key features of the IEEE

802.15.4 standard and Zigbee and Z-Wave include:

1. Network size: In practice, an unlimited number
of nodes; transmission range up to several doz-
en meters.

2. Power consumption: Very low.

3. Frequency range: 868 MHz (in Europe) and 2.4
GHz.

4. Advantages: Very low energy consumption,
ability to create large-scale sensor networks,
support for mesh network topology, communi-
cation protocols dedicated to Wireless Sensor
Networks (WSNs) and the Internet of Things
(loT) [31].

5. Disadvantages: Limited transmission range,
lower throughput compared to Wi-Fi.

ITU-T G.9959 Standard and Z-Wave

Similar to devices based on the IEEE 802.15.4
standard, a key feature of the ITU-T G.9959 stand-
ard is the ability to create large-scale sensor net-
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Tab.4. Selected temperature sensors that can be used in the discussed technical solution of the system using Z-Wave
communication.
Manufacture/Model Measured temperature range [°C]/ Measured humidity range/ Supply References
Temperature accuracy [°C] Humidity accuracy
Aeotec/ZWA039-C -10°C to 65°C/+0.2°C 10%RH to 95%RH/N/A CR2477 [1]
Aeotec/ZWA024 -10°C to 50°C/+0.2°C 20%RH to 80%RH/+5 %RH 2 x CR123A [2]
Philio/PST02-B -10°C to 40°C/N/A 0%RH to85%RH/N/A CR123A [18]
Z00Z/ZSE44 -15°C to 40°C/+0.2°C N/A CR2450 [33]

works that can include dozens or even hundreds

of devices. The key features of the ITU-T G.9959

Standard and Z-Wave include:

1. Network size: The maximum number of devices
in a single Z-Wave network is 232 devices.

2. Frequency range: 868.42 MHz (in Europe) and
908.42 MHz (in North America).

3. Transmission speed: 9.6-100 kbps with a range
of up to approximately 30 meters.

4. Power consumption: Very low.

5. Disadvantages: Vendor dependency - some
features of devices may be limited to a specific
manufacturer's ecosystem (vendor lock-in).

SENSOR SELECTION

The selection of the sensor to be used in the
prototype of the measurement system for record-
ing environmental conditions in the thermobaric
chamber was based on the following requirements:

Overall dimensions and mounting method
Since the device is intended to be used, among
other things, for measuring the environment sur-
rounding the human body, its dimensions must al-
low placement on the outer side of a hand inserted
into a glove or on the shin at the height of the boot
upper, above the ankle joint. For studies involv-
ing technical objects, a desirable feature is the
ease of attaching the sensor to components made
of steel with magnetic properties. Some sensor
housings are equipped with a magnet, which can
facilitate quick attachment to the test object with-
out the need for additional mounting elements.

Measurement range

The thermobaric chamber can generate ther-
mal conditions in the range of —60°C to +70°C. For
testing technical objects, it is recommended that
the usable measurement range of the temperature
sensor corresponds to the full range of tempera-
tures that can be produced in the chamber. In tests
involving human subjects, the required tempera-
ture measurement range of the sensor should cov-
er the warm comfort zone, taking into account the

threshold temperatures that may cause hypother-
mia or hyperthermia.

Power Supply

The sensor is required to have its own internal
power source. It is undesirable for the sensor to
rely on an external power source, despite being ca-
pable of wireless data transmission.

Cost
It is assumed that the unit purchase cost of a sin-
gle sensor should not exceed 15 euros.

Technical Documentation

Access to technical information about the mi-
crocontroller and type of measurement sensor
used is required. It is also mandatory to have ac-
cess to technical documentation that enables the
development of custom software for wireless com-
munication, supporting multi-channel acquisition
of measurement data.

As a result of the analysis of technical param-
eters and the available documentation, the sensor
designated SNZB-02P was selected for work on the
measurement system prototype. This sensor pro-
vides measurements within the required tempera-
ture range and allows for the use of custom soft-
ware in a wireless measurement network.

PROTOTYPE OF THE ENVIRONMENTAL
PARAMETERS RECORDING SYSTEM

The result of the work is a functioning prototype
of an environmental parameters monitoring sys-
tem, developed using devices communicating via
Zigbee and Message Queuing Telemetry Transport
(MQTT) protocols, as well as specialized scripts
written in the Python programming language,
which form the highest application layer of the
solution. The prototype of the described system
consists of:

— Temperature and humidity sensors, model SN-

ZB-02P,

— USB-Zigbee adapter, model ZBDongle-P,
— PC-class computer running GNU/Linux operat-
ing system, Debian 12.0 distribution,
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Fig. 1.

ZBDongle-P

Zigbee

SNZB-02P

Block diagram of the prototype environmental parameters recording system. Python scripts: mqtt_listen.py,

matt_switch_off.py, mqtt_switch_on.py, mqtt_listen_and_ctrl.py. MQTT broker: MQTT Eclipse Mosquitto. Software:

Zigbee2MQTT (custom development).

— Software, the source code of which (written
in Python) is available at: https://github.com/
mkmkmk/MqttZigbeePy [14].

The MQTT data transmission protocol is de-
signed for devices with limited resources or oper-
ating in networks with limited bandwidth, for ex-
ample, in loT systems [32]. This protocol has been
recognized as an OASIS (Organization for the Ad-
vancement of Structured Information Standards)
standard and has received ISO recommendation
status (ISO/IEC 20922). MQTT is intended for auto-

mation systems, enabling, among other things, ef-
ficient management of loT device networks. In Fig.
1, a block diagram of the prototype environmental
parameters recording system is shown.

The presented work is based on the official
documentation of the Zighee2MQTT project [12],
but has been adapted to the GNU/Linux operat-
ing system environment, Debian distribution, of-
fering an alternative to the original configuration
for the Raspberry Pi Single Board Computer (SBC).
Zigbee2MQTT is open-source software (0OSS) that
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serves as a bridge between Zigbee devices and au-
tomation systems using the MQTT protocol.

To ensure isolation of the operating system’s
system libraries from the libraries used by the de-
veloped prototype software, a Python virtual envi-
ronment (venv) [19] was installed and configured.

The development of the system prototype be-
gan with the configuration of the MQTT broker
Eclipse Mosquitto [6], which is the central com-
munication node between devices supporting
the MQTT protocol. Eclipse Mosquitto is an open-
source MQTT broker software that acts as an inter-
mediary in communication between devices oper-
ating under the publish-subscribe architecture.

Installing the MQTT broker consists of executing
the following commands:

— sudo apt install -y mosquitto mosquitto-clients
— sudo systemctl enable --now mosquitto

The above commands install the MQTT broker
and configure it to start automatically with the
operating system. Next, the Node.js runtime en-
vironment [4] version 18.x was installed. Node.js
is a JavaScript runtime environment that allows
JavaScript code to be executed outside a web
browser, primarily on the server side. Node.js pro-
vides the necessary runtime environment for Zig-
bee2MQTT [13]. The following commands were
used for its installation:

- curl -fsSL https://deb.nodesource.com/
setup_18.x | sudo -E bash -
— sudo apt-get install -y nodejs

The next step in the system configuration was
installing the Zigbee2MQTT software. This process
began with creating and configuring the appropri-
ate installation directory and downloading the soft-
ware code from the repository hosted on GitHub:
— sudo mkdir -v /Jopt/ zighee2mqtt
— sudo chown -Rv ${USER}: /opt/ zigbee2mqtt
— git clone --depth 1 https://github.com/Koenkk/

zigbee2mqtt /opt/ zighee2mqtt

Next, the Node.js code was compiled by execut-
ing the following commands:

— cd /opt/ zighee2mqtt
— npmci
— npm run build

Particular attention must be paid to configuring
system permissions for the USB port, which is criti-
cal for proper communication with the USB-Zigbhee
adapter used. This required executing the follow-
ing commands:

— sudo usermod -a -G tty SUSER
— sudo chmod 666 /dev/ttyUSBO

The system also required appropriate configu-

ration of the Zigbee2MQTT software by editing

the configuration.yaml file located at: /opt/zig-

bee2mqtt/data/configuration.yaml

This file specifies parameters such as the ad-
dress, unique Zigbee device identifier (Extended
PAN ID / IEEE address), serial port number used by
the USB-Zigbee, and other settings specific to the
installation.

To run the software as a system service that
starts automatically on system boot, it was neces-
sary to create and configure the following file:

— Jetc/systemd/system/zigbee2mqtt.service
After creating the service file, it was activated

in the system using the following commands:

— sudo systemctl daemon-reload

— sudo systemctl enable --now zighee2mqtt
The system operation can be monitored and

diagnosed by checking the service status and logs:

— sudo systemctl status zigbhee2mqtt

— sudo journalctl -xe -u zigbee2mqtt.service -f
As part of the software prototype development,

a series of example Python scripts were prepared

demonstrating the basic functionalities of the system.

The script mqtt_listen.py [14] serves as a basic
tool for monitoring MQTT communication within
the system. Its main components are:

— on_connect() function — responsible for es-
tablishing a connection with the MQTT broker
and subscribing to all topics with the prefix “zig-
bee2maqtt/#”,

— on_message() function — processes received
messages by decoding JSON data and display-
ing temperature and humidity information,

— error handling for loading JSON files and other
exceptions to ensure stable operation,

— MAQTT client configuration using the paho-mqtt
library [8].

The script uses callback mechanisms for asyn-
chronous message processing, which ensures ef-
ficient operation even with a large number of de-
vices.

The scripts mqtt_switch_on.py [14] and mqtt_
switch_off.py [14] are used for direct device con-
trol. Its key elements are:

— the use of environment variables (.env) to store
device identifiers,

— the switch_control() function implementing
control logic by publishing appropriate MQTT
messages,

— automatic management of the connection with
the broker (connect/disconnect),

— serialization of commands in JSON format.

The most complex software component is the
script mqtt_listen_and_ctrl.py [14], which com-
bines monitoring and control functions. Its main
features include:
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— an extended on_message() function containing
control logic based on sensor values,

— the ability to extend control based on humidity
(sample code commented out),

— advanced error handling and filtering of un-
wanted messages.

This script demonstrates the capability to cre-
ate complex automation scenarios where the state
of devices controlled via the Zigbee and MQTT pro-
tocol stack is dynamically adjusted to environmen-
tal conditions. The code structure allows for easy
addition of further rules and control conditions.

All scripts use the paho-mqtt library, which en-
sures reliable communication with the MQTT broker,
and the python-dotenv library [21], which is used for
secure management of application script configura-
tion. The script code has been optimized for readabil-
ity and ease of future modification, facilitating adap-
tation of the system to individual needs.

It is important to emphasize that the system re-
quires particular attention during initial configura-
tion. One must ensure that the USB-Zigbee adapter
is properly connected before starting the service,
and any issues with the prototype’s operation can
be diagnosed by analyzing system logs. In some
cases, it may be necessary to reboot the system
after changing USB port permissions.

DISCUSSION

The above prototype is a flexible solution allow-
ing for further expansion. The proposed standard
communication protocols and other widely used IT

technologies enable easy integration of the proto-
type with other loT automation solutions.

The presented solution can be successfully ap-
plied in various practical applications, such as
monitoring temperature at multiple points on the
surface of subjects’ bodies inside a climate cham-
ber, among others.

The prototype is characterized by the simplicity
of its basic configuration as well as the capability to
create complex operational algorithms.

A significant advantage of the described solu-
tion is its modular construction. All system compo-
nents — from the MQTT broker, through the Zig-
bee2MQTT software, to the Python scripts — can
be independently updated and adapted to specific
needs. This flexibility allows gradual system expan-
sion with new functionalities without the need to
rebuild already functioning components.

The use of standard components and GNU/
Linux operating system mechanisms, such as sys-
temd for service management, simplifies diagnos-
ing and resolving potential issues.

All system components can be updated us-
ing the operating system’s standard mechanisms,
enabling prompt responses to potential security
threats. The ability to configure authentication and
encryption in the MQTT protocol ensures secure
communication among all system elements.

By employing the Python programming lan-
guage for control scripts, the system offers op-
portunities for expansion and integration with
other operating systems. The rich Python package
library [20] allows easy addition of new function-
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Fig. 2. Humidity and temperature measurement results recorded by the prototype measurement system during a test

exposure in the thermobaric chamber (TBK) (own work).
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alities, ranging from simple measurement data
logging to databases, through graphical chart gen-
eration and measurement data statistics, up to ad-
vanced control algorithms and system automation.
Additional materials and information describing
the solution, together with example configuration
files and the full source code of developed scripts,
are available in a public repository on GitHub. They
can be found at https://github.com/mkmkmk/Maqt-
tZigbeePy [14].

Depending on the requirements imposed on the
measurement system, the frequency of recording
measurement results may be specified. The fre-
quency of recording measurement results may be
influenced by the optimization of the measurement
system aimed at minimizing energy consumption.
In such cases, energy-efficient measurement sen-
sors that communicate periodically with the re-
corder may be used. Example recording results us-

AUTHORS’ DECLARATION

ing energy-efficient sensors are presented in the
form of a graph (Fig. 2). The stepwise character
of the graph results from periodic data transmis-
sion of the measurement results.

CONCLUSIONS

The objective of the work, consisting in the de-
velopment and implementation of a functional
prototype system for recording environmental
conditions using a wireless sensor network, has
been achieved. The proposed solution met the as-
sumed functional requirements. The system ena-
bles the registration of humidity and temperature,
as well as the archiving of measurement data. It
seems justified to continue the work in order to
develop and implement a graphical user interface
that allows users to easily operate the system.
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